
Won Rosa HM, Yeung Cynthia SK, Chan WY, Poon JA, Tong Ellen LH, Sum Catherine MM, Tam Carol MK, 

Wong WN, Cheung NT 

Asia Pacific Electronic Health Records Conference 2019 
16-19 October, 2019 

Data Incident Management Framework of 
Electronic Health Record Sharing System in 

Hong Kong SAR 



 

eHRSS Platform 

Doctors & Nurses Other Healthcare 
Professionals  

Lab / Radiology Centres 

Elderly Homes  

Community Carers 

Hospital 
Authority 

Department of 
Health  

Private Clinics 

Private Hospitals 



1.26 B 
eHRSS 

records 
shared 

42 Public 
hospitals 

4 DH 
services 

11 
Private 

hospitals 

20 
Radiology 

centres 

8 PPP 
Programs 

758 
Private 
clinics 

18 NGOs 

As at 31 July 2019 
Source: www.ehealth.gov.hk 



eHRSS participation and usage are good  

 

Patient registration :  

1,174,386 

 

Healthcare professional 
registration:  

50,026   





… there is increasing concern that a potential loss of documentation integrity 
could lead to compromised patient care, care coordination and quality 

reporting and research… 
 

Poor data quality will be amplified with HIE… 1 

 

 

 

 

 

 

1 Integrity of the Healthcare Record: Best Practices for eHR Documentation 



Definition of eHRSS data incident 

 

the personal data or clinical data of 1 or more person is potentially 

mixing up, missing, abnormally displayed or delayed in eHRSS data 

upload, which result in potential clinical or corporate impact 

 



Scope of eHRSS data incident 

     eHRSS data incidents 
• Patient identification data 

• Patient clinical data assess 
through eHRSS portal 

 

 

eHRSS technical incidents 
 

eHRSS operational incidents 
 

eHRSS privacy incidents 



eHRSS Data Incident Management Objectives 

1. Establish framework and governance 

2. Define processes 

3. Develop guidelines 
 



DIR Team Head 

CM(eHR) 

DIR Manager 

SHI(eHR&SCP) / 
SHI(S&P) 

DIR Coordinator 

HI(eHR&SCP) 

DIR Investigation 
Team 

DIR Technical 
Manager 

CSM(eHR) or 
delegate 

Liaise with eHRO, Head of IT/HI 

Leads incident 
handling processes 

Provide technical input 

Conduct initial assessment 
& coordinates incident 
investigation 

Supports incident 
handling processes 
(SOMO Domain Officers) 

Governance lies in eHRSS Data Incident Response Team  



Notification &  
Escalation 

Logging &  
categorization 

Detection 

Data Incident management workflow 

Data Incident in EVE & HRI 
 
• Missing clinical data 
• Wrong clinical data 
• Data abnormally displayed 

eHR helpdesk/ 
IT project team 

HI  
Incident 
Coordinator 
(HIIC) 

Categorization 
 

Category A or B 

Inform, suggest membership for the 
investigation team & seek approval  

Communicate with senior management 
& external parties (e.g. eHRO, HCPs & 

press media) 

Manage & supervise all matters regarding 
data incident handling 

Logging 
 

Log data incident by using PMS 

DIRM 
DIRT 
Head 

Inform for Category A 
incident 

Category Business Impact 

A • Any issues with evidenced harm to healthcare recipient (HCR), media awareness and complaint 

B • Other data issues such as missing data, wrong data and abnormal display 

Recovery 

Eradication 

Containment 

Investigation 

Investigation Team 

1. Form dynamically depends on nature  of data incident 
2. Investigate & resolve the incident 
3. Prepare & compile preliminary incident report & post 

incident report 
4. Seek related HCP to check data source (if needed) 

 
 

Implementation of short term solutions 

Implementation of fix to the incident 

Resumption of clinical data &  
display of accurate clinical information 

Closure 

Reporting Investigation Team 
Compile the post incident report  

HI  
Incident 
Coordinator 

Report to DIRM  for endorsement & seek DIRT head 
endorsement for the investigation results & remedial actions 

Assign project team(s) to follow up with the incident 

Project Team 

HI Incident 
Coordinator 

Formal communicate with all affected stakeholders 

Case close 

Formal reporting in SOMO PMO  



Case Sharing 



Missing data 

A patient's daughter reported that doctor in 
Hospital A could not view her father’s 
laboratory record from Hospital B 

#01 

A citizen complained that his family doctor 
could not view his vaccination record from 
Healthcare provider X and diagnosis record 
from Hospital Y 

#02 



Abnormal display of Data 

  
Clinic A had uploaded over 100 duplicated 
records 

#03 



Abnormal display of Data 

  
Clinic A had uploaded over 100 duplicated 
records 

Clinic B and C had uploaded duplicated records 

#03 

#04 



eHRSS 

Improve 
health 
care 

Reduce 
duplication 
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Less 
written 

error 
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Better 
research 

Complete 
record 


